GOVERNMENT OF ASSAM
OFFICE OF THE DIRECTORATE OF TRAINING
ASSAM ADMINISTRATIVE STAFF COLLEGE
An Institute certified under the standards of ISO 9001:2015
JAWAHARNAGAR, KHANAPARA; GUWAHATI-22
PHONE NO.0361- 2363325, FAX NO.0361-2362361

NOTICE INVITING TENDER

No. AASC(IT) 74/2022 /1

non-refundable before last date of submission.

Dated 20.06.2022

Sealed tenders in 2-bid system (Technical Bid and Financial Bid Separately in sealed
form) affixed with non-refundable court fee stamp of Rs.8.25/- (Rupees Eight and twenty-five paisa)
only are invited from the reputed Firm/ Vendor/ Supplier with Service Centre at Guwahati for supply and
installation of UTM/ Firewall. The last date of submission of the tender is 12" July, 2022 (11:00 AM)
and the tenders will be opened on the same day i.e. 12" July, 2022 (11:30 AM) in the presence of the
firms or their authorised representative. The interested firms may collect the tender document from the
office during the office hours on payment of Rs. 500/- (Rupee Five Hundred) only in cash which will be

The tender documents may also be downloaded from the website www.aasc.assam.gov.in
However, the payment of Rs. 500/- in cash will have to be made in any case.

FIREWALL SPECIFICATION

SL | Parameter Specification of Firewall

1 Performance Architecture Firewall powered by a high-speed CPU plus a dedicated
Processor for hardware acceleration.
Firewall must Enable high performance TLS 1.3
inspection, deep-packet inspection, and network flow
FastPath to accelerate trusted
SaaS, SD-WAN, and cloud application traffic.

2 Additional Features Firewall should facilitate with networking, routing, and
SD-WAN capabilities with
zone-based stateful firewall, NAT, VLAN support,
multiple WAN link options with SD-WAN routing, fail-
over, and fail back, In built Wireless Controller

3 Firewall throughput 35,000 Mbps or higher

4 Firewall IMIX 20,000 Mbps or higher

5 Firewall Latency (64 byte UDP) 4 us or higher

6 IPS throughput 7,000 Mbps or higher

7 Threat Protection throughput 1,400 Mbp or higher

8 Concurrent connections 6500000 or higher

9 New connections/sec 148000 or higher

10 | IPsec VPN throughput 3,500 Mbps or higher

11 | SSL/TLS Inspection 1,450 Mbps or higher

12 | SSL/TLS 18,432 or higher

Concurrent connections

13 | Storage (local quarantine/logs) Integrated min. 120 GB SATA-II1 SSD or better

14 | Ethernet interfaces (fixed) 8 x GbE copper LAN ports.
2 x SFP fiber port ready to use ( Transceivers not
included )

15 | Management ports 1 x RJ45 MGMT
1 x COM RJ45
1 x Micro-USB (cable incl.)

16 | Other I/O ports 2 x USB 3.0 (Front)

1 x USB 2.0 (Rear)

17

Number of Flexi Port slots

1



http://www.aasc.assam.gov.in/

18

Flexi Port modules
(optional)- for additional Port
Requirement

8 port GbE copper OR

8 port GbE SFP fiber OR

4 port 10GE SFP+ fiber OR

4 port GbE copper bypass (2 pairs) OR
4 port GbE copper POE + OR

4 port GbE copper OR

4 port 2.5 GbE copper PoE

19

Warranty

3 Years

20

Subscription ( Web filtering Protection,
application filtering , web protection, IPS,
torrent block etc)

Yes required From Day:1.
3 Years Subscription Should be Provided

21

Zero Day Protection

Yes Required from Day 1. Firewall must have Aurtificial
Intelligence -driven static and dynamic file analysis
techniques combine to bring unprecedented threat
intelligence to proposed firewall and it should
effectively identify and block ransomware and other
known and unknown threats

22

Application Control & QoS Policy
Services

Yes Required, Firewall should Enable user visibility and
control over thousands of applications with granular
policy and traffic-shaping (QoS) options based on
application category, risk, and other characteristics.
Synchronized Application Control

automatically identifies all the unknown, evasive, and
custom applications on your network.

23

Advanced Web Threat Protection

Firewall engine should provide

the ultimate protection from today’s polymorphic and
obfuscated web threats. Innovative techniques like
JavaScript emulation, behavioural analysis, and origin
reputation or similar technology should be available.

24

VPN Functionality

Firewall must Provide standards-based site-to-site and
remote access VPN (free up to the capacity of the
firewall) with support for IPsec and SSL. Firewall must
Connect remote access VPN client for Windows and
Macs, must offer seamless and easy deployment and
configuration options.

VPN technologies must include clientless HTML5 self-
service portal that makes remote access incredibly
simple or utilize our exclusive light-weight secure SD-
RED (Remote Ethernet Device) VPN technology.

25

Reporting

Extensive on-box reporting is desired, which gives
valuable insights into threats, users, applications, web
activity etc.

Memo. No. AASC(IT) 74/2022 /1-A

Copy to:

1.

2.
3.

Sd/-
Director of Training
Assam Administrative Staff College
Jawaharnagar, Khanapara, Guwahati-22

Dated 20.06.2022

The Director, I&PR, Dispur, Guwahati-781006 for publishing in two widely circulated
English and Assamese local daily newspapers.

Deputy Director of Training (Computer) for information.

Technical Operator, AASC, for publishing the NIT along with terms and conditions and
other bid documents in the official website www.aasc.assam.gov.in

Office Copy for record.

Sd/-
Director of Training
Assam Administrative Staff College
Jawaharnagar, Khanapara, Guwahati-22



http://www.aasc.assam.gov.in/

10.

11.

12.

TERMS & CONDITIONS

The tenderers should submit copies of valid trade license and GST registration and PAN card.

The tender should be accompanied by EMD in form of Demand Draft/Bankers Cheque of Rs.
20,000.00 (Rupees Twenty Thousand) only in favour of “Director, Assam Administrative Staff
College ”, which will be refundable.

The bidder should be operational in India for last 5 financial years in the field of Information
Technology (IT) business.

The bidder should possess at least 3 Nos of orders of Similar Item (Firewall/ UTM) which was
executed/ implemented during last 5 Years. Installation Certificate / Job Completion Certificate
Should be submitted.

The Annual Turnover duly certified by a Chartered Accountant for the last 3 (two) years is to be
submitted.

The Bidder should either be an Original Equipment Manufacturer (OEM) or Authorized
Reseller/authorized Distributor of item. Tender specific Manufacturer's Authorization Letter
should be submitted along with Technical Bid.

The Tenderer should have local establishment/support office/service centre in Guwahati. The
proof of local establishment/support office/service centre should be submitted along with the bid.

The party should allot one engineer/ technical expert on monthly basis to monitor/ audit the
Firewall/ UTM activities at Assam Administrative Staff College. He/She should visit physically/
virtually and inspect the activity of the system installed in AASC on regular basis.

The Party should rectify problems related to hardware, software and security related issues
whenever it is necessary during the warranty period.

The party should submit details of service engineers along with their Contact details/complete
address at Guwahati.

The rate must be quoted inclusive of all charges and taxes both in figures and words.

If the equipment is non-functional for more than 24 hours then AASC has the right to get the
faulty equipment repaired by some other agency at the RISK AND COST OF THE
CONTRACTOR and also the EMD will be forfeited.

Sd/-
Director of Training
Assam Administrative Staff College
Jawaharnagar, Khanapara, Guwahati-22



BID DOCUMENT

LIST OF DOCUMENTS TO BE SUBMITTED BY THE FIRM

SI.

No Documents Submitted

1. | Court fee stamps of Rs. 8.25/-

2. | EMD of Rs. 20,000/-

3. | Valid Authorised Dealership Certificate(Point no 6
of Terms & conditions of tender notice)

4. | Experience Certificates (enclose proof of documents.
Point no 3 ,4 &7 of Terms & conditions of tender
notice )

5. | Proof of local establishment/support office/service
centre in Guwahati

6. | Valid GST registration (enclose proof of document)

7. | PAN (enclose proof of documents)

8. | Annual turnover of 2 years (enclose proof of
document. (Point no 5 of Terms conditions of tender
notice)

9. | Valid Trade license/ Registration certificate (enclose

proof of document)

Signature of tenderer with date & seal




PRICE BID

sI. No FirewallBrand/Model / Rate per Unit(in GST per Unit Total (inclusive
' Installation etc Rs/-) (in Rs/-) of GST)

1.

2.

Grand Total (Rs./-)

Signature of tenderer with date & seal



